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Abstract- The amount of physical variation among electronic TABLE 1

components on a die is increasing rapidly. There is meed for a PROJECTED3 VARIATION IN THRESHOLDVOLTAGES (Vy), ITRS2008[13]
better understanding of variations in transient fault 2009 2010 2011 2012 2013 2014
susceptibility, and for methods of on-line adaptationto such 42%  42% 42% 58% 58% 81%

variations. We address three key research questions this area.
First, we investigate accelerated characterization ofndividual
latch susceptibilities. We find that on the order ofl0 upsets per

latch must be observed for variations to be adequately e : . e .
characterized. Second, we propose a method of ondimardware specifically interested in latches and their inherestative

reconfiguration using incremental place-and-route on FP@s. _Sus.c.eptlbllltles to. trans.lent faults, in other words,irthe
Surprisingly, we find that highly localized place-androute individual tendencies to incur faults. These componeve|
changes (e.g. restricted to groups of 8 flip-flops) ersufficient for ~ differences are a form oftra-die variation (within a single
realizing most of the possible benefits. Lastly, weuantify  die), as distinct from inter-die (across differeras)i Intra-die
potential improvements in system-level soft error rats via Monte  variation can include both stochastic variation, whish
Carlo simulation experiments. The study highlights bdi what is random from component to component, and correlated
required for and what can be gained by on-line adaptatio. variation affecting components in a certain spatial regio
Physical variation is especially of interest in thendm of
reconfigurable computing, where systems can potentially
. . , adapt to variations. For instance, with field-prognaable
gm(S)EnmtlC(O)?d;ﬁg/osrice;slca\llg]r?ati%?]ntlggrisss toco?r(]jggr?ecr?fs ﬂi] ate arrays (FPGASs) the placem_ent of design el_ementbecan
altered to account for non-uniform characteristics tlie

i?o(ftrgazlsn?\orip'cdgéenﬁoreQﬁﬁgg ttg%eggge;da'r? dtir;refg.ggte nderlying platform. If the amount of variation is sfgrant,
9 y °’ proj hen placement decisions can have a significant impact on

to soon double due to random dopant fluctuations and other .
effects (see Table 1). Variation in transient fauliceptibility gy.?_ﬁgéle\gybe:]ei\gg:'ch questions need to be addressed

'asngt?; a?]Ssi\gtEc)JIrl ugt%elr(;srt]o?ﬁ ’a?elzjtir;[ Izc(t:ilr?artr;[gar;i\r/]?nrfrgrm\é regarding adaptation to intra-die variations. Firgiwhcan
9 9 P 9 variations be efficiently and adequately characterized?

of charge (Qu that can upset logical states [5][7]. Most Second, how can hardware be reconfigured to accoutttdor
alarming of all, transient fault rates tend to have an

exponential dependence on,Qone model indicates that a variations? - Third, what improvements in system-|
PONE P! il . . _error rates are possible? This work addresses alke thre
70% difference in g can correspond to a 15x difference in

T ST . guestions, and presents new results from Monte Carlo
fault rates [17]. Variation is already being implicatedai simulation experiments.

feuszt?'H%] mgnméitcc;n ziw\éec?rtlr;ﬁgil;n??;ﬂ:?t\;g?izﬁigaragﬁt'on The remainder of this paper is structured as follows. We
X P Y summarize related work in Section IlI, then propose ousth

even more prominent role in upcoming nanoelectroni - ! R :
technologies sI?Jb'ect to thermal noise?and gantum mietia or characterization and reconfiguration in Section IWe
9 ) 9 present experimental results in Section 1V and conclusions

effects. The phenomenon of variation presents anrappty .
. Section V.
for novel forms of hardware adaptation that can compiéme
existing methods of soft error mitigation.
The main transient faults of interest in this work sirgle

event upset¢SEUs), in which a radiated particle causes the Research into variation-aware adaptation is currentlygbein
state of a storage cell to be changed. SEUs can @ecur conducted in multiple contexts, including timing [21][14],
sequential logic storage elements such adie®tdand |eakage power [4], and temperature [15]. To date there has
been little work on adapting to variations in fault
This work was supported in part by a NASA LanglegsBarch Center susceptibility. = Some attempts have been made at on-line
GSRP Fellowship anSF;)y the Nal?ional yScience Foumnlgti?;er grant CCF- characterization in the context of single event sremts
0702276. [18][20].

associated flip-flops), as well as in memory cells.e ¥fe

|I. INTRODUCTION

Il. RELATED WORK




—9— FNFP —+— SNFP —©— NOM —»— FNSP —&— SNSP determined byg(i) = r(i)x rand (i) = g(i)x . Note that
the Rg(i) and (i) terms are convenient for characterizing the
CLK=HIGH, DATA=1, =90 ps CLK=HIGH, DATA=0, =90 ps latch variation since the SEU rates themselves rbay
A dynamic or unknown. Both stochastic and correlatedtion
can be captured by the(i) terms, similar to models of
variation used in other contexts such as timing [21].
Complementing the underlying hardware platform, we
define at a higher level of abstraction a systenhitecture
A5 W Wy having M state bits. Each state pithas weightsag(j) and
¥ O, . | 2 A G (s k) wy(j) indicating the fraction of time spent in the 0 andatest
Fig. 1: Analytical model of variation in flip-floBEU rate [11]. Note the during a given workload. The state bits are placed atqaiys
spread within each of the five process cornersyesting intra-die variations.  locations such that each statejdg mapped onto two latches
composing a master-slave flip-flop. A pairing of a lateimd
Very little experimental data has been published om state bif will be denoted.
variations in transient fault susceptibilities.  Cdiieg Only a fraction of SEUs occurring at state pitause a
statistically significant data for individual componen&n be  system-level error, due to timing masking, logic maskarg)
difficult, given that transient faults are very improbablecomplex interactions between the two. These twa-irdated
events. There may also be proprietary reasons whydate. ~ masking phenomena are combined here into a single tieem,
tends not to be divulged. A few radiation test reports duinerability fractionVF(j) [29]. In the most general case, the
include data for individual flip-flop instances [6], allows at  vulnerability fraction may be data-dependent and thushsill
least a glimmer of the variations to be observed. ¢eme  denotedVFy(j) andVF(j).
analytical model of 90-nm latches by Heijmen al. [11] The system-level soft error rate contribution assediatith
suggests that the amount of variation in SEU susceptibilitgair ij for a computatior€ is given by:
may already be quite significant; see Fig. 1. VariationQ
have been studied, often in the context of SRAM cells.[12] SER(C) = r(i)* rxWo(j)xVFo()+ r(i)x exwi()xVF() (1)
Variation-aware adaptation requires a mechanism for
reconfiguration; examples include adaptive body bias andnder a single fault assumption, the total system-level sof
FPGA place-and-route. Place-and-route methods that accowsttor rate can be estimated by:
for FPGA configuration upsets (firm errors) have been
proposed [24][27][28]. A method of on-line incremental SER|= ; SER(C) 2)
FPGA place and route is considered in [23].

Probability density
Probability density

B. On-line Characterization
[ll. PROPOSEDAPPROACH Variation-aware adaptation requires a feasible metbfod
characterizing the relative fault susceptibilities. eQuestion
We first define our models and assumptions, and thejg whether latch fault susceptibiliies must be charimed
propose approaches for on-line characterization andnen-l directly or whether they can be inferred from othatch

reconfiguration. parameters. ldeally, the susceptibilities could be iateat
P least in part from the amount of leakage current, prdjmaga
A._Preliminaries delay, or even the tendency towards the O or 1 state upon

The transient faults of interest here are single eupsets power-up [16]. No such low-cost, indirect method of fault
which alter the state of a latch. (We do not modeglsievent  o,qcenibility characterization has yet been established.
transients or FPGA configuration upsets here.) A IS Here we consider direct characterization via detectiwh a
can occur while a latch is closed. We define an SEWqnting of latch SEUs. We specifically propose usinghlat
involving a 0 1 transition as aising-SEY and one with a  gey counts as maximum likelihood estimators of theadctu
1 0 transition as dalling-SEU We distinguish between a g geepibilities. For example, a latch incurring twésemany
latch’s rising-SEU rate and falling-SEU rate, which I8Pp SEys™ as another will be estimated to have twice the
when the latch state is 0 and 1, respectively. susceptibility. The number of SEUs that must be obsetwe

We next describe our model of SEU variation. At ey ke this approach sufficiently accurate will be deterchine
lowest level of abstraction, we define a hardware piatfo geaction Iv.
consisting ofN latches. An individual latch hasrelative One option for characterization is off-line radiati@sting,
susceptibilities r(i) and (i), which represent the ratios of | 1.1 is quite expensive. The costs are especially fog
rising- and falling-SEUs rates at latickiersus the mean rising- fine-grained characterization since high fluence temts
and falling-SEU rates across all latches. For examp(, =  required. Off-line characterization may become feasior
1.2 indicates that latchs rising-SEU rate is 20% higher than emerging technologies prone to high rates of transierisfa
the mean. The mean rates across all latches areederot ¢\ rrently however, it is usually impractical to perfofime-
and r, and are a function of the technology, latch desigd, angained susceptibility characterization of all field srtiefore
the fault environment (e.g. radiation flux, particle mlx,they are deployed.
distribution of particle energies). The rates forrelatchi are



In some case®n-line characterization is feasible. One

advantage is that it allows the characterization tpeséormed 1(on) ?("ff)

over extended periods, and in the actual radiatior RESET | RESET |

environments. Furthermore, it may capture lifetishéfts in —> af— —0 a3y

component parameters. This approach is only feasildech

SEUs can be made to occur often enough. Several methods CLCI’CK CL?CK

SEU acceleration will be considered next. 0 (off) 0 (off)
Latches under test can be placed in a configuration thi

maximizes the rate of detectable SEUs. The latotkoban (a) (b) ()

be turned off in order to maximize the window of vulndji'@b Fig. 2: Example of on-line SEU characterizatioesfel-sensitive latches. a)

(WOV) which is the fraction of time that a Iatcshprone to an Latch under test is initialized to the desiredestah) The latch is left idle to

SEU t,hat propagates beyond the current clock cycle Ir]act as an SEU detector. c) Latch states are peailbdread out so that any
: SEU events can be recorded.

normal operation this window is often open only 10% of the

time due to timing masking [22]; here we increase the windo

to 100%. This un-clocked configuration also minimizes clock Eyen with the above methods of acceleration, thetbds

power. _ _ _ _complication of characterizing latches in all four petations
An example of a simple on-line test procedure is shawn iof data and clock states. The master and slave latchretca
Fig. 2. Latches under test are first initialized to desired npecessarily be tested simultaneously; some reconfigurab
state, and then left idle for an extended period to acE&as S pjatforms do not support both clocks being turned off at th
detectors. Any SEU that occurs leaves a latch iereor state  sgme time, and thus only one type of latch is susceptible
indefinitely (Fig. 2b). The latch states are regulamynitored  SgyUs at any time. This implies that at least four sgpaest
by a controller, and evidence of SEU events is recorded icampaigns (two for master latches and two for slatehés)
individual SEU counts maintained in SEU-protected memoryywould be needed in order to fully characterize all latche
The latches are then re-initialized and the proiesspeated. Most problematically, the SEU rate in some of theser f
Note that this procedure can typically be implemented on configurations may be much lower than in others, fgrcin
reconfigurable platform without requiring any specialmych longer test times.
circuitry. For instance, with the Virtex-family, Gies can be We now consider whether SEU characterization can be
initialized with either an asynchronous set/reset orr®y made more practical by focusing on a subset of the fatesst
loading the bitstream. The latch states can be reath ®dé  To investigate this possibility, we calculated the re¢aSEU
background during system operation via the Virtex capturgontributions of the four states using some typical wfoe
and readback feature. o _ the various parameters. First we note that latch s are
One on-line test scenario is to characterize all uhuseyfien heavily dependent on the data state of the latde T
latches opportunistically during system operation.  Fofatches in the Actel ProASIC FPGA are 10x more suduiepti
instance, a design may require 70% utilization of latchesyhen holding a 1 bit than when holding a 0 [3]. Note tiab
allowing the remaining 30% to be characterized withouigtches are prone to upsets only for particles abovertain
impacting system availability. If necessary, usgid could  energy (measured in linear energy transfer), and thiat t
be swapped from location to location such that all Iatchegnergy threshold may be different for rising- and falling-
would eventually undergo testing; similar schemes have be&gys. |n the case of the Xilinx Virtex-4QV, the rising$
devised to test for permanent faults [9][25]. _ threshold is 1.5 MeV-cAimg, but the falling threshold is only
An alternative scenario is to perform SEU testing ¢f alg.5 MeV-cnf/mg [2]. Radiation flux tends to be dramatically
latches simultaneously during system down time. Thigigher at lower energies, so even slight differenaes i
nonconcurrent approach is sometimes the simplest anfreshold can lead to large differences in fault ratesany
quickest way to characterize the entire platform. Aigaar  case, we used the flip-flop study performed in [11] as a guide
advantage is the greater freedom to set the operatingd assumed a 0-1 bias of 4x.
conditions. By lowering the operating voltage, the (alues Next, we modeled the difference in raw SEU rates betwee
can be decreased and thus the SEU rates can be sighifica master and slave latches. Often master latches tigher
accelerated. (The supply voltage must not be so low as fgw SEU rates, for instance due to having lower drive
significantly shift the relative susceptibilities.)In [11],  strengths and lower Q. Four of the five flip-flops designs
lowering the supply voltage to 0.4V is shown to increage t stydied in [11] have a significantly higher rate for thaster
latch SEU rates by 1 to 2 orders of magnitude. latch; the differences are in the range of 3 to 10x, \aed
Testing may be further accelerated by leveraging periods @fssume here a master-slave bias of 4x. Lastly, weechos
high radiation. For instance, spacecraft encounterif@ so typical values for the window of vulnerability. The WoV
flares or passing through the South Atlantic Anomaly cafends to be significantly higher for master latchdsyes
experience upset rates 100x higher than normal [8]. Sughtches are susceptible to SEUs only during the secone phas
periods may be unsafe for normal system operation, byt thesf 5 clock cycle when it may be too late for the SEUb¢o
could provide a useful source of SEUs for accelerated gestin captured by downstream logic. We set the master WoV to
0.25 and the slave WoV to 0.04, based on data from [22].



TABLE 2 pTmmmmmmmmomommooes N emmmmmmmmmmmmmmeoes N

EXAMPLE OF TYPICAL SEUCONTRIBUTIONS ; _FFO Y ; _FFO Y

» - — BitA ! | — BitA !

. Rate of Fraction of VT |- ! o I !

Scenario Normalized Mean propagated propagated | - ! ol '

SEUrate  Wov SEUs SEUs I T

Master latch in statd 1.0 0.25 0.25 77% \ F1 i ' FF1 E
pe— 1 p—

Master latch in statB 0.25 0.25 0.0625 19% i - — BitB ! E - — BitC !

Slave latch in stata 0.25 0.04 0.01 3% S B : Vo i

Slave latchin statB  0.0625 0.04 0.0025 1% q ; J5 !

: _FF2 i | _FF2 |

| — BitC | |3 — BitB |

Combining the above factors, we determined the relativ: B : . B !

contributions of the four SEU types to the total nembf I I

SEUs that propagate to the next clock cycle. We founid thi.™~~-------coccoooo- A EERE e -’
with these parameter values, a full 77% of all propagatedig. 3: Example of reconfiguration. A virtual nelgorhood containing 3 flip-
SEUs originate from a master latch in the most sushjepti flops is_shown before (Ieft_) and after_(right) rgﬁguratiqn. Th(_e_ma_pping of
data stateA. (StateA can be aOoral depending on the state hits (A,B,C) to physical latch/flip-flop sit€0,1,2) is modified in order
technology and latch design.) Some 19% come from a maste

latch in the least susceptible data st&te Only 3% of all

propagated SEUs come from a slave latch in siat@nd & 4 pon-intrusive scan. TA4F factors can be estimated through
mere 1% from a slave latch in stdie These estimates are methods such as statistical fault injection [29] and afahr

_summarized in Table 2 The rate of propagating SE_Us shovxg}udy of the timing windows of vulnerability [10].
in the fourth column is simply the raw SEU rate tintles We suggest the following low-cost heuristic for finding
mean WoV. improved placements. Physical flip-flop instances anked

_Given their overwhelming importance, we propose &ccording to a single variable — the relative SEU suikiyt
simplified test approach focused on master laichesal® At f the master latch in stafe Logical state bits in the design
This reduced focus greatly improves the test time; idstéa are ranked by their weighted vulnerability fraction intesta
four tests of varying lengths (lower SEU rates reqlanger  (eightw timesVF). The worst-case unassigned state bit is
test times), only a single test campaign is perforaretiat the  pajred with the best-case unassigned latch instance.

highest fault rate.  This also reduces the amount Ofgsentially this causes the threats at the physiwhliagical
characterization data that must be maintained, and enablesgyels to be negatively correlated, in order to minirtize

to reduce system-level SER.

simplified mitigation strategy that will be discussed next. system-level soft error rate contribution. The procisss
) i . repeated until all eligible state bits have been place
C. On-line Reconfiguration The main questions are whether such a local approach ca

Given estimates for the latch susceptibilities, d@esgscan  pe effective enough in reducing the soft error threat iiso,
be reconfigured with a more effective mapping betweeRyhat is a proper neighborhood size? We address these

logical state bits and physical latch instancesrfofreing a  questions in experiments described in the next section.
full variation-aware place and route cycle on-line wobéd

quite costly in terms of computational and memory resmjrc V. EXPERIMENTAL RESULTS
especially if attempted on an embedded system. Instead w
investigate the potential fancrementalplace and route. We created a statistical model of a computational system

We propose decomposing the logic array into a collection and conducted Monte Carlo experiments to determine the
virtual neighborhoods, and then optimizing the placement offficacy of the proposed methods. The model contains
state bits only within each neighborhood. This redubes 100,000 master-slave latch pairs, each latch having stachas
computational and memory burden significantly, and avoidgariation in its rising- and falling-SEU susceptibilityThe
most of the difficulty of routing and timing closure.odic  susceptibilities are normally distributed, with a staddar
that has special placement constraints or that residea o deviation equal to 20% of the mean (unless otherwisediho
critical path can be made ineligible for re-placememh  consistent with various estimates given in [5][11][13]otdN
simple example of such incremental place-and-route ithat the variation in SEU susceptibility can be gnetitan the
illustrated in Fig. 3. variation in Q. Only stochastic variation is modeled here;

Along with relative fault susceptibilities, we will nge correlated variation is assumed to be negligible witihia
estimates of the other factors in Eq. (1) in ordeevaluate small optimization neighborhoods considered. WandVF
different system configurations. The mean SEU rateand variables for state bits were given uniform random

g can be found through off-line radiation testing combineddistributions from 0.0 to 1.0. Unless otherwise statbd,
with either a radiation model or runtime monitorin§ @ remaining parameters were set to the values described in
system’s actual radiation environment. The state wegf)  Section I11.B, with a neighborhood size of 8 flip-flopsdaa
and wy(j) can be found by sampling the latch states on #ogic utilization of 50%. For each experiment, we simulate
representative workload; with some FPGAs this type ofatch susceptibility characterization followed by viida-
sampling can be performed transparently to a computation vi aware reconfiguration, and measured the impact on SER.



Fig. 4: Improvement in SER vs. amount of SEU cherization. Relatively Fig. 5: Improvement in SER vs. latch utilizatiom four different values of 0-

few SEUs are needed per latch in order to realiast of the possible SER 1 bias in SEU rates.
improvement.
In the first experiment, we addressed the question of hoy 25 || —#=SEUSTDEV=03

much SEU sampling is required to adequately characteriz ~B-SEU STDEV=0.2

relative latch susceptibilities.  One published guideline 20 | —4—SEUSTDEV=0.1 —
suggests that 100 SEU events are needed to characteri /
averagesusceptibility [1]; we were interested to find a similar 15

empirical guideline for relative susceptibility of individua

latches. We simulated successive amounts of SEU dal —a

o/
collection followed by reconfiguration based on the / }/"/—.ﬁ
susceptibility estimates.  Thirty Monte Carlo trialseres 5
performed at each data point. The results are illugtiatEig.
4. Note that the error bars at each data point irfihise (and b f ‘
the following figures) are too small to be visible. eVibund
that SER could be improved by up to 15%. Surprisingly, we

Improvement in Total SER (%)

0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32

found that most of the possible SER improvement can b Size of optimization neighborhood (in flip-flops)
realized even after a small number of SEUs are obsgmed Fig. 6: Improvement in SER vs. neighborhood size 3fdifferent amounts of
latch. For instance, after an average 8 SEUs, theoiraprent SEU variation.

in SER is over half of what could be achieved with perfect
knowledge of the relative susceptibilities. ] ] ) ]

We also studied the sensitivity of two parameters: latcigimulated, with 30 Monte Carlo trials performed for eside.
utilization, and 0-1 bias in the SEU rates (i.e. skew betw 1he€ results are shown in Fig. 6. First note thatatmeunt of
the rising- and falling-SEU rates). We tested a randatoi =~ SER improvement is much higher for higher amounts of
utilization from 10 to 100%, and four representative vahfes Variation. Surprisingly, the SER improvement lewafisvery
0-1 bias: 1x, 4x, 10x, and 50x. We limited the amount ofluickly with neighborhood size, meaning most of the possible
SEU characterization to an average of 10 SEUs per mastéfProvement can be realized with very small and thieta
latch, based on the findings from the previous experimenfiZ€S. ~ For instance, the amount of improvement with

The results are presented in Fig. 5. Since the propos&§ighborhoods of just 8 flip-flops is 75% of the amount
heuristic uses only the higher of the two SEU raies, associated with a maximum size neighborhood (100,000).

performs best when this rate is dominant (high 0-1 bias)T_hiS holds true for all three values of SEU variatiort there

There is little difference in performance for biasethe range ~ Simulated.
of 4-50x. Understandably, the method works also best at
lower levels of utilization, since in those casesrenof the V. CONCLUSIONS
unreliable latches can be left unused. However, even &b 100
utilization some SER improvement is possible.

Lastly, we measured the potential for SER improvemasits
a function of the amount of variation and as a functibthe

Perhaps the most surprising result from this study és th
effectiveness of logic reconfiguration within very small
neighborhoods. Optimization within each neighborhood of

optimization neighborhood size. We simulated suscejpyibil just 8 flip-flops_ca_n produce s_ignifi_cant _reductions in the sof
i error rate. This is encouraging since incremental penck

characterization (again limited to an average of 10 Si#ds route is far more practical when the neighborhooe iz

master latch), for three different amounts of vanig small In fact, modern reconfigurable platforms tend to
standard deviations equal to 10, 20, and 30% of the mean. " ' ' 9 P

Neighborhood sizes of 2, 4, 8, 16, and 32 fiipsi were naturally employ small neighborhoods in their logic ysra



such as the Virtex-6 FPGA which is organized into &dic
containing 8 flip-flops [26].

We found that the mean number of faults that must b

observed per latch to enable an effective reconfiguragiam i
the order of 10. This compares favorably to an existitegof
thumb [1] suggesting that 100 SEU events are generalf!

required for accurate estimation.

(6]

The advantage of the

proposed approach is that accurate estimates of suscptibilio]
are not required; all that is needed is enough relatiee tdat
identify most of the outliers (components that are galdrly
susceptible or unsusceptible). Whether 10 faults per taiich
be generated in a timely fashion depends heavily on thei]
radiation environment and the ability to lowegQ In some
applications SEUs are too infrequent even with acaeléra
testing, and thus relative susceptibilities cannot lzdie
characterized. Direct characterization (either ina-br off-
line) of fault susceptibilities will likely be most apgdible to
emerging technologies with inherently high fault rates.

typical parameter settings, the vast majority of syderal
soft errors can be traced back to a single latch tyestén

latches) and a single data state.

characterization and reconfiguration processes to batlgr
simplified. In fact, due to differences in,fand windows of
vulnerability, 96% of all system-level errors in our stud

originate from master latches.

For applications wittarge

imbalance of this kind, the SER can be lowered by optirgi

the master

latch case.

accomplished simply by lowering the clock duty cycle.

In summary, this study has demonstrated the desirabili

and feasibility of on-line adaptation to intra-die igéions, in
the context of transient faults. As the amount ofateon in
transient fault behavior continues to increase, thenpiatdor
adaptation rises as well, as seen in Fig. 6. Consdguemet

expect that approaches such as those proposed here

become increasingly important as technology advances.
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(4]

(5]
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